Mpasuna 6e3onacHocT Npu

No/Nb30BaHUU MOBUNABbHbIM
npunoXeHnem/uHTepHeT-6aHKUHIoMm:

MobunbHoe npunoxeHune UMOH OHnaitH —
yAOo6HbIN M 6e3onacHblii cnocob ynpaBaaTb
cBoMMU puHaHCamm Ha cmapTdoHe. Mbl agenaem
BCE€, YTOb6bI NONb30BaTbCA UM bBbiI0 6e3onacHo.
Tem He meHee, Npocum Bac cobnopatb NpocTbie
npasuna:

‘Hukomy He coobuwaiite naponb ANns Bxoaa B
MobunbHoE NpunoxeHue

‘Ucnonb3yiiTe TONbKO oduLManbHbie NPUNO-
»eHusa ana Android, iPhone, iPad

‘He ycTaHaBnMBaiiTe NPUIOKEHUA NO CCbIIKAM U3
CMC-coobLeHnit UK 3NEeKTPOHHOM NOYTbI, AaXKe
ecnu B coobLeHun yTBepXKAaeTca, YTO OHO U3
obcnyxuBaroLwen KOMNaHUM.

-3anomMuHanTe Ballu AaHHbIe ANA BXOAA U HUrAe
He 3anucbiBaiTe ux. Ecam naponb ctan gocryneH
KOMY-TO elé, HemeaNneHHO u3meHuTe ero. He
MUCNO/NIb3yUTE B KAaYecTBe naposieil Homepa Tene-
$oHOB, AaTbl poOXKAEHMA, a TaKXKe nocneposa-
TeNbHOCTb CUMBO/IOB, PacnoNOXEeHHbIX NOAPAL
Ha KnaBuarype.

‘BHUMaTenbHO uutaiTe Tekctbl CMC-cooblieHunii
C KOAaMM NOATBEPXKAEHUIN, NpoBepaiTe PeKBU-
3UTbl ONepaLuu.

cucrembl 6O UMOH-OHnanH

Mepexogute Ha pecypc No ccbiiKe, pasmeLLEHHOM
Ha opuMuManbHOM caiTe opraHusayuu. Mpwm
noceweHun canta obpawaiite BHUMaHUe Ha
appecHyto cTpoky https:// n Hannuue ceptudpukara
6e3onacHocTu. He nepexogure no ccbi/lKam Ha
He3HaKoMble pecypcbl, He yCcTaHaBAuBauTe
nporpammbl 418 YA3aNEHHOr0 A0CTYNA U yNpaBAeHuUs
Komnblotepamu (TeamViewer, RDP, Radmin, Ammyy
Admin 1 gp.): MOWEHHUKU MOTYT NONYYUTDb

yOanéHHbll goctyn K cucteme 160, Bawumm AnuHbIM
BaHHbIM U PUHAHCaM.

Ucnonb3yiTe aHTUBUPYC

HacroaTenbHO pekomeHpyem
Mucnonb3oBaTb aHTUBUpycHoe MO,
KOTOpOEe MOMOXeT YMEHbLUTb
BEpPOATHOCTb NONagaHUA B CMmapT
doH/KomnbloTEP BPEAO-HOCHDIX
nporpamm U NOBbICUTb YPOBEHb
6e3onacHocTU.

Kypa obpawartbca B cayyae
MOLIEeHHUYecTBa
B cnyyae BO3HUMKHOBEHWUA COMHeHUU nubo
noao3puTeNibHOM onepauun HemepsieHHO obpa-

TuTecb B CnpaBo4YHO-UHPOPMALMOHHYIO cyXKby no
Homepy: 1122
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3AKPbITOE AKUMOHEPHOE OBLLECTBO
MWKPOKPEAUTHAA AEMNO3UTHAA OPTAHU3ALUA
MMOH UHTEPHELUHN

NAMATKA
MO BE3OMNACHOMY
NOJIb3OBAHUIO
UHTEPHET/MOBWU/IbHbIM
BAHKUHIOM
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YBakaemble KAneHTbl!
Moxkanyicra, 03HAKOMbTECb C HECKO/NIbKUMMU
BaXXHbIMU npasBunamu pabotbl ¢ 6AHKOBCKMMM
KapTamu, MOBGUNAbHBIM NPUNONKEHUEM U UHTEP-
HeT-6aHKMHrom. CobnoaeHue 3TUX nNpaBun
nomoxet Bam B 6yaywem COXpaHUTb Bawwm
cpeacTea B 6@30NacHOCTU U COXPAHHOCTM.

MpaBuna nnyHomn
Kubep-6e3onacHocTu:

- He nepexogurte no
nopo03pUTENbHbIM
CCbIZIKAM: MOLUEH-
HUKM MOTYT 3apa-
3UTb Ball KOMMbO-
Tep wau tenedoH
BMpPYyCOM M 3aBna-
R beTb BallMMWU [aH-
HbIMM
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- Ucnonb3ynte TonbKo odpuLManbHble NPUNOKe-
HUA opraHm3auum B AppStore, GooglePlay

- Coobwute opraHusaumum o cMeHe Homepa
mobunbHoro TenedoHa, T.K. eCTb PUCK, YTO BaluuU
LaHHble nonaayT HOBOMY BAagenbLy

- MNMpoBepaAiTe peKBU3UTbI NepeBoAOB U naTe-
e, Kotopble npuxoaat 8 CMC ot KomnaHum

- 3anuwiuTe Homep opraHusauum 1122 B agpec-
HY!0 KHUTy cBoero TenedoHa. Ecam 3BoHOK byaeT ¢
APYroro Homepa, To Ha 3KpaHe TenedoHa OH 0To6-
pasuTca Kak KombuHauma unudp, KoTopana oTanya-
ercaor 1122

Ona MMHMMMU3aUMK pUcKa TenedoHHOro

MoOLUeHHMYecTBa obpawiaem Bawe
BHMMaHMe, YTO COTPYAHUKU KOMMAHUU:

-HE ocyuwecTBnA0T 3BOHKU € npocbboii npegocras-
NNeHUA NepCcoHaNbHbIX AAHHbIX, HOMEPOB KapT,
oaHopa30Bbix naponen us CMC gnsa noaresepaeHus
$durHaHcoBbIX ONepauuin

-HE npocar Kogbl us CMC gna otme-
Hbl COBEPLUEHHbIX «MOLUEHHUYECKUX
onepauunimi»

-HE npocaTty Bac Koabl 6e3onacHocT
¢ obpaTHOM CTOpPOHbI KapTbl (CVV/
CVC), noruH ot UMOH OHnaiiH, Koabl
13 CMC, Homep 6aHKOBCKOM KapTbl

3anomHurTe!

He coBepluaitTe HUKAKUX onepa-
LMA NO MHCTPYKUUAM HE3HaKo-
moro 3BoHsALWero. MNpoBepbTe, He
6b1N10 I COMHUTENbHBIX Onepa-
LM BO BpemMs pasrosopa.

Mpu manenwnx Nogo3peHUax cpasy 3akaHuuBauTe
pa3roBop M NO3BOHUTE B OPraHU3auuIo No HOMepy
1122 u coobwmTe o cnyuusemcs. Mpu nocrynneHum
3BOHKOB C HEM3BECTHbIX HOMEPOB OT UMEHU «6aHKOB-
-CKux pabotHukos», CMC nam uHbix coobuieHnii ot
AKOo6bI «Imon» (Hanpumep, «Bawa KapTa 3a6nokupo-
BaHa», «EcTb npobnembl c npoBe geHuem onepa-
uum», «Mpobnema c Mo6UNIbHLIM 6aH KWUHFOM» U T.N.)
HU B KOEM C/ly4ae He Nepe3BaHuBaiiTe Ha YKa-3aHHble
B co0bLeHnax Homepa u He coob wWaiiTe cBOM Nepco-
Ha/bHble AaHHbIE.

MpaBuna 6e3onacHocTU Npu
MCNoNb30BaHUN GAHKOBCKOW KapTbl U
6aHkomartoB

- He coobuwaiite HUKOMY
CBOU KOHPUAeHUManbHblie
AaHHble: naponu, NMUH- un
CVV-Kogbl Kaptbl, PUO Ha
") kapTe, CPOK AENCTBUA KapTbl
m kKoabl M3 CMC. [faxe
COTPYAHUKAM KOM-NaHUWN.

- He xpaHuTte ¢poTo KapTbl Ha cMapTPOoHE U HU NOoA,
Kakum-nnbo npepnorom He oTnpaBnaunte
HUKoMy ¢oTO KapTbl. MOLIEHHUKM YaCcTO NPOCAT
OTNPaBAATb GOTO KapTbl C 4BYX CTOPOH.

- He peprxute NMUH - KOHBEPT U KapTy B OA4HOM
mecTe.

- Mpu yrepe 6aHKOBCKOW KapTbl HeMeANIeHHO
coobwmute opraHusaumum o6 ytepe u 3ab6n0Ku-
pywTe KapTty yepes npunoxkeHne UMOH OHnaH.
- OcmoTpuTe 6aHKOMAT nepeps, UCNoib30BaHUEM
u ybegutecb, UTo Ha HEM HeET NOA03PUTE/NIbHbIX
YCTPOICTB

- MpuKpbiBaiiTe KNaBUaTYpPy PYKOM, KOraa BBOAU-
Te MUH-Kop

- He npuHumaiiTe nomowb OT HE3HAKOMLEB,
HaxoaAcb y 6aHKoMmaTa, U He coBepLUaiTe onepa-

LUK NoA AUKTOBKY
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